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BENEFITS

« Reduced Fraud Losses 15th - 18th March 2010

. Lower false positives i
- Enterprise-wide protection Intercontinental Hotel
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. More effective marketing
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COMBATING ATM FRAUD IN AFRICA
150 T 18t March 2010
Intercontinental Hotel, Nairobi, Kenya
Learning Outcomes:
This course is designed to equip your personnel with the knowledge education. They will also learn how to identify gaps and vulnerabilities

needed to maintain the security and integrity of the self-service channel,  within the organisation that requires tools and techniques to reduce
whether they come from an e-business, operations, marketing, commer-  residual risk.
cial, technical, engineering, security or law-enforcement background.

The course will be very visual with photographs taken in real world inves-
Participants will learn about the multitude of common and less-common  tigations and each fraud scheme will be explained to the depth appropri-
internal and external attack methods and will acquire the skills required to  ate for the audience.
investigate, characterize and manage incidents. They will understand how
to effectively implement proactive and reactive incident-management
strategies including customer relationship management and customer

Who Should Attend?
e Internal Auditors e |aw-Enforcement Agency Investigators
e Internal Investigators e [T Directors / Managers
e Operation Directors/Managers e Marketing Directors / Managers
o Risk Managers e ATM Service Providers
e Head of Legal Department e Security Service Providers

RISK MANAGEMENT

Deliberative. Formative. Responsive.
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DAY ONE 615t March 2010 DAY THREE 0617t March 2010
e Welcome and Introductionse RamAigsdi encebds areas of
interest and personal objectives
o Explosive attacks
o Fraud & Security overview i primary internal and
external attack methods o Cutting
e ATMvVSSTVvPOSVv.. o Pre-staging attack methods
o Card theft e Investigative tips & criminal profiles
e Card data compromise o Solution approaches (including vendor independent

EMV, proprietary...)

e Card skimming

o Vendor and terminal selection
e PIN compromise

o Residual risks
e Investigation tips and criminal profile

o Strategic and Tactical options (including tools and

i scussion on dayods subj ect stechniques)

DAY TWO 6 16th March 2010
e Phishing / Vishing / Smsishing

@)

o Consumer education and consumer confidence

o  Predictions of future fraud and attack methods
o Sophisticated terminal compromise
e Open and closed-source intelligence resources
e Vandalism or something worse?
o Discussion and personal objective review
o Software hacking / cracking (development, instal-
lation, maintenance, decommissioning) o Nextsteps
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REGISTRATION FORM
Combating ATM Fraud in Africa, Intercontinental Hotel, Nairobi, Kenya, 15th - 18th March 2010

Registration close on 5th March 2010. Payment is required at time of registration.
Please complete and authorize this booking form and fax it to fax number 0027 11 692 4425

Company Details

Organisation:
Postal Address: Country:
Contact Person: e-Mail:
Tel: Fax:
Delegate Details
Name and Surname Designation Delagate eMail Address
1.
2.
3.
4,
5.
Course Fees
17 3 Delegates 4+ Delegates
US$ 1 265 .00 per person US$ 1 265.00 per person plus 1 free person

Banking Details

Account Name: Perficio Prosperitas CC Bank: Standard Bank of South Africa
Account Number: 411245872 Branch: Key West
Branch Code: 015841 Swift Code: ZBZAZAJJ

Terms and Conditions

CANCELATIONS: By authirising this registration form, the client hereby agrees that PPTI will not be able to mitigate its losses for any less then 50% of the total
contract value. Cancellations must be received in writing two weeks prior to the event. Only cancellations made in writing will be recognised. Cash alternatives
wi || not be offered although del egateds s ub st irdrtotheieventths full feaisepay-w
able. If for any reason PPTI decide to amend this workshop, we are not responsible for covering travel, accommodation and other costs incurred by registrants.
In the event that PPTI cancel the event, PPTI reserves the right to transfer this booking to another workshop to be held in the following six moths, or to provide
a credit voucher of an equivalent amount valid for twelve months. INDEMNITY: Should for any reason outside the control of PPTI, the venue or presenter
change, or the event is cancelled due to act of any terrorism, extreme weather conditions or industrial action PPTI shall endeavour to reschedule but the client
hereby indemnifies and holds PPTI harmless from any cost, damages and expenses including legal fees, which are incurred by the client. The construction
validity and performance of this Agreement shall be governed in all respects by the laws of the Republic of South Africa to the exclusive jurisdiction of whose
courts the parties hereby agree to submit. PAYMENT TERMS: Payment is required at time of registration. Course fees include lunch, refreshments (non-
alcoholic) and workshop documentation. FEES DO NOT INCLUDE ACCOMMODATION OR TRAVEL. Delegates should make arrangements well in advance
and may contact us should they require assistance in making such bookings.

AUTHORISATION
Signatory must be authorised to sign on behalf of the contracting organisation

Name: Position: Date:




